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Commonwealth Policies

This is Schedule 13 (Commonwealth Policies) to the Comprehensive Infrastructure Agreement
between the Commonwealth and Vendor (the “Agreement”).

Commonwealth and VITA Policies

Information Technology Resource Management (ITRM) Policies, Standards and
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1 Information Technology Resource Management (ITRM) policies,
Standards and Guidelines

The legislation establishing the Virginia Information Technologies Agency (VITA) effective July 1, 2003, provides
for the policies, standards, and guidelines issued by Department of Information Technology (DIT) and
Department of Technology Planning (DTP) to remain in effect until revised or rescinded. All ITRM policies,
standards and guidelines are under review and will be revised to reflect the establishment of VITA. To identify
which policies have been revised, please check the revision date of the policy.

1.1 Policies

= Technology Management Policy (GOV 2002-02.1) (3/3/2004) - HTML

= Networking and Telecommunications Policy (NET2001-01.1) (12/7/2001) - PDE (203k)
= Open Systems Environment (96-1) (5/24/1996) - PDFE (937k)

= Statewide Implementation of Electronic Commerce (95-1) (8/8/1995) - PDF (26k)

= Technology Assistance for Individuals with Disabilities (92-1) (11/9/1992) - PDF (16k)

= Systems Development & Maintenance (91-1 revision 3) (1/1/1992) - PDF (40k)
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http://www.vita.virginia.gov/docs/psg.cfm#Policies#Policies
http://www.vita.virginia.gov/docs/psg.cfm#standards#standards
http://www.vita.virginia.gov/docs/psg.cfm#guidelines#guidelines
http://www.vita.virginia.gov/projects/cpm/cpmDocs/tech2002.cfm
http://www.vita.virginia.gov/docs/psg/NET2001_01_1_NetPol.pdf
http://www.vita.virginia.gov/docs/psg/ITRMPolicy96_1.pdf
http://www.vita.virginia.gov/docs/psg/p95_1.pdf
http://www.vita.virginia.gov/docs/psg/p92_1.pdf
http://www.vita.virginia.gov/docs/psg/p91_1.pdf

= |Information Technology Resource Management Policy (ITRM Policy GOV102-00) (12/8/2004) -
PDF (78KB)

= |Information Technology Security Policy (90-1)(12/7/2001) - PDE (76KB)
= Platform Architecture Policy (2/8/2005) - PDF (265KB)

(see also VITA Policies)

1.2 Standards

= September 12, 2005 - Clarification of Review Process of Projects Proposed Under the Public-Private
Educational Facilities and Infrastructure Act of 2002 (PDE, 35k)

= Removal of Commonwealth Data from Surplus Computer Hard Drives and Electronic Media Standard
(SEC2003-02.1) -Word (157k) | PDE (84k)

O Tips on Removing Data - HTML

0 Memo from Lemuel C. Stewart to heads of state agencies and institutions of higher
education - PDF (216k)

®* |TRM Standard SEC503-02: Security Standard for Restricted Remote Access to Documents on Court-
Controlled Websites (3/28/2005) - PDF (280k)

" Project Manager Selection and Training Standard (GOV2003-02.3) (9/26/2003) - HTML

= Agency Procurement Request (APR) Form (version 7.0) (7/1/2003) - Word (181k)

= Technology Management Glossary Standard (GOV2003-02.1 revision 1) (7/1/2003) - HTML
= Procedures for the Review and Approval of Technology Procurements (APR) (9/25/2003) - PDF (49k)
= Middleware Standard (MID2001 01.1) (12/7/2001) - PDE (292k)
= Networking and Telecommunications Standard (NET2001 01.1) (12/7/2001) - PDE (203Kk)
0 Addendum (NET2001 01.1) (4/22/2003) -PDF (59k)
= |nformation Technology Security (SEC2001-01.1) (12/7/2001) - PDF (394k)

= Policies, Standards, and Guidelines: Process for Initiation, Development, Review, Approval, and
Promulgation (ITRM Standard GOV101-01) (12/08/2004) - PDF (58k)

= Spatial Data Transfer Standard (SDTS) (94-1) (11/18/1994) - PDFE (61k)

= Virginia Government Internet Domain Naming Standard (07/22/2004) PDFE (79KB)
0 Appendix A: Exception Request Form - Word (72KB)

" Project Management Standard - PDF (142KB)

= Platform Architecture Standard (3/3/2004) - PDF (361KB)

1.3 Guidelines

= Commonwealth Project Management Guideline (GOV2003-02.2) (4/9/2002) - HTML


http://www.vita.virginia.gov/docs/psg/ITRM_PolicyGOV_102-00_%20PolicyForITRM.pdf
http://www.vita.virginia.gov/docs/psg/ITSecurityPolicy90-1R3.pdf
http://www.vita.virginia.gov/docs/psg/PlatformPolicyITIB2-15-2005.pdf
http://www.vita.virginia.gov/docs/vitaPolicies.cfm
http://www.vita.virginia.gov/docs/memos/PPEAProjectsGuidanceLetterV4091205.pdf
http://www.vita.virginia.gov/docs/psg/SMS_COV_ITRM_Std_SEC2003-02-1-f-eff-030804.doc
http://www.vita.virginia.gov/docs/psg/SMS_COV_ITRM_Std_SEC2003-02-1-f-eff-030804.pdf
http://www.vita.virginia.gov/docs/pubs/removingData.cfm
http://www.vita.virginia.gov/docs/memos/CIO-to-Agy-Hds-re-SEC2003-02-1_Rev1_03-08-04.pdf
http://www.vita.virginia.gov/docs/psg/Rem_Accs_Docs_on_Crt-Contrd_Webs-revision1.pdf
http://www.vita.virginia.gov/projects/cpm/cpmDocs/pmdpStandard.cfm
http://www.vita.virginia.gov/docs/psg/APRform_v7.doc
http://www.vita.virginia.gov/projects/cpm/glossary.cfm
http://www.vita.virginia.gov/docs/psg/APR_Instructions-Forms_Ver6-1_9-25-03.pdf
http://www.vita.virginia.gov/docs/psg/MID2001_01_1_MidStan.pdf
http://www.vita.virginia.gov/docs/psg/NET2001_01_1_NTC_st.pdf
http://www.vita.virginia.gov/docs/psg/Addendum-1NetwTelecCablingStandard-NET2001-01-1-2.pdf
http://www.vita.virginia.gov/docs/psg/COVA_STMGT_Security_Std_REV.pdf
http://www.vita.virginia.gov/docs/psg/ITRMStandardGOV_101-01_PSG_DevelopProcess.pdf
http://www.vita.virginia.gov/docs/psg/s94_1.pdf
http://www.vita.virginia.gov/docs/psg/SMSCOVITRMStandardGOV2004-01.pdf
http://www.vita.virginia.gov/docs/psg/SMS-COV-ITRM-StandardSEC2004-01.1AppendixAExceptionRequestForm.doc
http://www.vita.virginia.gov/docs/psg/PMSTandard102804.pdf
http://www.vita.virginia.gov/docs/psg/PlatformStandard%20ITIB2-15-2005.pdf
http://www.vita.virginia.gov/projects/cpm/guideline.cfm

= Security Guideline (SEC2001-01.1) (12/2/2001) - PDF (295k)
= Networking and Telecommunications Guideline (NET2001-01.1) (12/7/2001) - PDFE (241Kk)
= Middleware Guideline (MID2001-01.1) (12/7/2001) - PDE (227k)
" Internet Privacy Guidelines(SEC2001-02.1) (2/27/2001) - PDE (88Kk)
= Global Positioning Systems (GPS) (94-3) (7/15/1994) - PDF (179k)
= Telecommuting (94-1) (2/1/1994) - PDF (35k)
= Estimating Alternative Technology Systems Costs (92-3) (6/26/1992) - PDF (140k)
= Model Virginia Map Accuracy Standards (92-1) (3/20/1992) - PDF (63Kk)
®* Model Standard for Maintenance & Enhancement Projects (91-5) (1/1/1992) - PDE (124k)
0O see Clarification on the binding nature of DTP ITRM Guidelines (12/18/2001) - HTML
" Model Standard for Small Scope Projects (91-4) (1/1/1992) - PDF (35k)
O see Clarification on the binding nature of DTP ITRM Guidelines (12/18/2001) - HTML
= Model Standard for Large Scope Projects (91-3) (1/1/1992) - PDF (188k)
O see Clarification on the binding nature of DTP ITRM Guidelines (12/18/2001) - HTML
= Platform Architecture Guideline (3/3/2004) - PDF (283KB)

(see also VITA Policies)

2 VITA Policies

The legislation establishing the Virginia Information Technologies Agency (VITA) effective July 1, 2003, provides
for the policies, standards, and guidelines issued by Department of Information Technology (DIT) and
Department of Technology Planning (DTP) to remain in effect until revised or rescinded. All policies, standards
and guidelines are under review and will be revised to reflect the establishment of VITA. To identify which
policies have been revised, please check the revision date of the policy.

= Information Technology Infrastructure Library (ITIL) Change Management

= Establishing Network Connections to VITA (PDF, 11 k)

= Procurement of IT Goods and Services by Agencies Transitioned to VITA Policy (PDF, 31KB)

= Procurement of IT Goods and Services by Agencies Transitioned to VITA Procedure (PDF, 30KB)

2.1 Financial Management Services

= Agency IT Invoice Handling Policy and Procedures (PDF, 64KB)

= FAACS Transfer Instructions (PDF, 105KB)

= FATS Transfer Instructions Memo (PDF, 79KB)

= Parking Reimbursement for Transitioned Employees (PDF, 23KB)

= Summary of Federal Funding Issues and Resolution (PDF, 34KB)


http://www.vita.virginia.gov/docs/psg/SEC2001_01_1_ITSecurityGuid.pdf
http://www.vita.virginia.gov/docs/psg/NET2001_01_1_NetworkingAndT.pdf
http://www.vita.virginia.gov/docs/psg/MID2001_01_1_MidGuid.pdf
http://www.vita.virginia.gov/docs/psg/Internet_Privacy_Guid.pdf
http://www.vita.virginia.gov/docs/psg/g94_3.pdf
http://www.vita.virginia.gov/docs/psg/g94-1.pdf
http://www.vita.virginia.gov/docs/psg/g92_3.pdf
http://www.vita.virginia.gov/docs/psg/g92_1.pdf
http://www.vita.virginia.gov/projects/cpm/cpmDocs/g91_5.pdf
http://www.vita.virginia.gov/projects/cpm/cpmDocs/a-g93-1.htm
http://www.vita.virginia.gov/projects/cpm/cpmDocs/g91_4.pdf
http://www.vita.virginia.gov/projects/cpm/cpmDocs/a-g93-1.htm
http://www.vita.virginia.gov/projects/cpm/cpmDocs/g91_3.pdf
http://www.vita.virginia.gov/projects/cpm/cpmDocs/a-g93-1.htm
http://www.vita.virginia.gov/docs/psg/PlatformGuidelineITIB2-15-05.pdf
http://www.vita.virginia.gov/docs/vitaPolicies.cfm
http://www.vita.virginia.gov/docs/vitaPolicies/changeManagement.cfm
http://www.vita.virginia.gov/docs/psg/P024.pdf
http://www.vita.virginia.gov/procurement/documents/Order_Processing_Policy.pdf
http://www.vita.virginia.gov/procurement/documents/Order_Processing_Procedure.pdf
http://www.vita.virginia.gov/docs/vitaPolicies/VITA_FMS_AgencyITInvoiceHandlingPolicyProcedure_v1.1.pdf
http://www.vita.virginia.gov/docs/vitaPolicies/Finance-FAACSTransferInstructionsv1.0.pdf
http://www.vita.virginia.gov/docs/vitaPolicies/Finance-FATSTransferInstructionsMemov1.0.pdf
http://www.vita.virginia.gov/docs/vitaPolicies/ParkingReimbursementforTransitionedEmployees.pdf
http://www.vita.virginia.gov/docs/vitaPolicies/Finance-SummaryofFederalFundingIssuesandResolutionV1.0.pdf

2.1.1 IT Asset Inventory

= Physical IT Asset Inventory System Introduction (PDF, 192KB)

= VITA IT Asset Inventory Tagging Policy and Procedure (PDF, 192KB)

= VITA Physical IT Asset Inventory System Instructions and Data Definitions (PDF, 225KB)

= Asset Relocation & Surplus Property Procedure for Transitioned Agencies (PDF, 35KB)

= see also: IT Asset Inventory page for other IT Asset Inventory related documents

2.2 Security Policies and Procedures

= Customer Agency Firewall Procedures -- concerning firewall access and exemption. (PDF, 101 k)

O VITA Firewall Exemption Letter -- read "Customer Agency Firewall Procedures" above first.
(PDF, 73 k)

See also:

= The statewide ITRM Policies, Standards, and Guidelines.

= VITA internal policies and procedures can be found on VITAweb, VITA intranet. You must be a VITA
employee connected to the VITA LAN to access VITAweb (and listed below as of 10/27/05).

3 VITA Internal Policies, Procedures & Requlations

Human Resource Management

Alternative Work Schedules

Casual Dress

Catered Refreshments Procedure

Criminal History Record Information Policy and Procedure
Educational Assistance Policy and Procedure

Emergency Closings

Employee Development and Training Policy

Employee Recognition

Employment of Immediate Family Members

Event Sponsorship and Use of VITA Auditorium and Training Room Facilities Procedure
Indoor Clean Air

I-9 Form Policy and Procedures

Logo Use Policy

On Call Policy and Procedure



http://www.vita.virginia.gov/docs/vitaPolicies/Finance-PhysicalITAssetInventorySystemIntroductionv1.0.pdf
http://www.vita.virginia.gov/docs/vitaPolicies/InventoryTagging-Rev01052005.pdf
http://www.vita.virginia.gov/docs/vitaPolicies/Finance-VITAPhysicalITAssetInventorySystemDataDefinitionsv1.0.pdf
http://www.vita.virginia.gov/procurement/documents/SurplusProperty-TransitionedAgencies.pdf
http://www.vita.virginia.gov/docs/itAssetInventory.cfm
http://www.vita.virginia.gov/docs/psg/FWProcs_customers.pdf
http://www.vita.virginia.gov/docs/psg/firewallEXletter-04.pdf
http://www.vita.virginia.gov/docs/psg.cfm
http://vitaweb/
http://vitaweb/
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=3167_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_ALTERNATIVEWORKSCHEDULESPOLICYPROCEDURE_2_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_CASUALDRESSPOLICY_V2_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_CATERED+REFRESHMENTS+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_CRIMINALHISTORYRECORDINFORMATIONPOLICYPROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_EDUCATIONALASSISTANCEPOLICYPROCEDURE_V1_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HR_EMERGENCY+CLOSINGS_V2_FINAL.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_EMPLOYEE+DEVELOPMENT+AND+TRAINING+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HR_EMPLOYEE+RECOGNITION_FINAL.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_EMPLOYMENTIMMEDIATEFAMILYMEMBERSPOLICY_V2_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_EVENT_SPONSORSHIP_USE_AUDITORIUM_TRAINING_ROOM_FACILITIES_PROCEDURE.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HR_INDOOR+CLEAN+AIR_FINAL.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_I9_FORM_POLICY_PROCEDURE.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMM_LOGO+USE+POLICY_FINAL.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_ON-CALL+POLICY++PROCEDURE_V2_0.DOC

Outside Employment

Overtime Policy and Procedure

Recruitment and Hiring of Classified Employees Policy and Procedure
-Hiring Request Form

Return to Work Policy

Shift Differential

Supervisor’s Procedure for Handling Physical and Logical Assets of Employees with Changed
Employment Status

Telecommuting
Workplace Harassment
Forms
W-4 Form, 2005
Financial Management Services
Agency IT Invoice Handling Policy and Procedure
Business Case Content Procedure
Business Case Requirements Policy
Fixed Asset Capitalization & Depreciation for Transitioned Agencies Policy & Procedure
Parking Reimbursement for Transitioned Employees Policy & Procedure
PeopleSoft Access Policy & Procedure
Receipt of IT Goods and Services Policy and Procedure
Revenue and Billing Policy and Procedures
Transfer of Technology-Related Equipment to VITA Policy and Procedure
Forms
Travel Reimbursement VVoucher
Strategic Management Services
Employee Communication with General Assembly, Media and Top State Executives Policy
Policy & Procedure: Process for the Development, Adoption, and Distribution
Provision of Legal Services Policy
-VITA Internal Policy and Procedure Template
Security Services
Business Continuity Policy
Business Impact Analysis and Risk Assessment Procedure
Computer Security Incident Notification and Handling Procedure
Data Center Risk Assessment Procedure
Data Center Security Procedures



http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_FORM_HIRING+REQUEST.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_INTERNALPOLICYPROCEDURETEMPLATE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_OUTSIDEEMPLOYMENTPOLICY_3_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_OVERTIME+POLICY++PROCEDURE_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_RECRUITMENT_HIRINGPOLICYPROCEDURE_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_FORM_HIRING+REQUEST.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_RETURNTOWORKPOLICYPROCEDURE_V2_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_SHIFTDIFFERENTIALPOLICY_V2_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_SUPERVISORSPROCEDUREHANDLINGPHYSICALLOGICALASSETS_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_SUPERVISORSPROCEDUREHANDLINGPHYSICALLOGICALASSETS_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_TELECOMMUTINGPOLICYPROCEDURE_V3.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_HS_WORKPLACEHARASSEMENTPOLICYPROCEDURE_V2_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/W4_2005.PDF
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=3171_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_FMS_AGENCYITINVOICEHANDLINGPOLICYPROCEDURE_V1.1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_FMS_BUSINESS+CASE+CONTENT+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_FMS_BUSINESS+CASE+REQUIREMENTS+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_FMS_FIXEDASSETSCAPITALIZATIONFORTRANSITIONEDAGENCIESPOLICYPROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_FMS_PARKING+REIMBURSEMENT+FOR+TRANSITIONED+EMPLOYEES_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_FMS_PEOPLESOFT_ACCESS_POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_FMS_RECEIPTOFITGOODSSERVICESPOLICYPROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_FMS_REVENUEANDBILLNGPOLICYPROCEDURES_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_FMS_TRANSFERTECHNOLOGYRELATEDEQUIPMENTTOVITAPOLICYPROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/TRAVEL_REIM_FORM.XLS
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=3175_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SMS_EMPCOMMWITHGAMEDIATOPSTATEEXECSPOLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SMS_POLICYPROCEDUREPROCESSDEVELOPMENTADOPTIONDISTRIBUTION_V1.1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SMS_PROVISION+OF+LEGAL+SERVICES+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_INTERNALPOLICYPROCEDURETEMPLATE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=4385_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_BUSINESS+CONTINUITY+POLICY_V1.0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_BUSINESS+IMPACT+ANALYSIS+AND+RISK+ASSESSMENT+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_COMPUTER+SECURITY+INCIDENT+NOTIFICATION+AND+HANDLING+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_DATA+CENTER+RISK+ASSESSMENT+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_DATA+CENTER+SECURITY+PROCEDURES_V1.DOC

Disaster Recovery Staffing Policy

Email Attachment Server Policy & Procedure

Emergency Response — Damage Assessment Procedure

Emergency Response - Employee Communications Procedures

Emergency Response -- Securing the VITA Facility Procedure

Employee Security Awareness Training Policy

Firewall and VPN Policy

Information Security Policy

Password Usage Policy

Physical Security Access Policy and Procedure

Publicly Accessible Server Admin Policy

Publicly Accessible Server Admin Procedures

Security and Architectural Review Policy

Security Policy Exemption Policy & Procedure

System Access Control Policy

Web Application Security Development Maintenance Policy

Web Application Security Development Maintenance Procedure

Website Development Procedure

Website Webserver Security Policy

Customer Support Services

Acceptable Internet, E-mail, and Other Electronic Communications Usage Policy
Customer Service Alert Reporting and Notification Policy and Procedure
Development of MOA Policy and Procedure

Personal Computer and Local Area Network Policy

VITA Customer Care Center — Incident and Service Request Management Policy
VITA Customer Care Center — Incident and Service Management Procedure
VITA Customer Care Center -- Standard Operating Procedures

Computer Services

Change Management Policy

Change Management Procedure

Configuration Management Policy

Customer Agency — Data Protection and Recovery Procedure
Customer Data Protection Policy

Data Center Access Policy

Problem Management Policy



http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_DISASTER_RECOVERY_POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SS_EMAIL_POLICY_PROCEDURE.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_EMERGENCY+RESPONSE+-+DAMAGE+ASSESSMENT+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_EMERGENCY+RESPONSE+-+EMPLOYEE+COMMUNICATIONS+PROCEDURES_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_EMERGENCY+RESPONSE+-+SECURING+THE+VITA+FACILITY+PROCEDURE_V1.1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_EMPLOYEE+SECURITY+AWARENESS+TRAINING+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_FIREWALL+AND+VPN+POLICY_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_INFORMATION+SECURITY+POLICY_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_PASSWORD+USAGE+POLICY_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_PHYSICAL+SECURITY+ACCESS+POLICY+AND+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_PUBLICLY+ACCESSIBLE+SERVER+ADMIN+POLICY_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_PUBLICLY+ACCESSIBLE+SERVER+ADMIN+PROCEDURES_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_SECURITY+AND+ARCHITECTURAL+REVIEW+POLICY_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SS_EXEMPTION_POLICY_PROCEDURE.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SS_SYSTEM_ACCESS_CONTROL_POLICY.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_WEB+APPLICATION+SECURITY+DEVELOPMENT++MAINTENANCE+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SS_WEB_APPLICATION_SECURITY_DEVELOPMENT_MAINTENANCE_PROCEDURE.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SEC_WEBSITE+DEVELOPMENT+PROCEDURE_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SS_WEBSITE+WEBSERVER+SECURITY+POLICY.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=4461_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_CUST_ACCEPTABLEINTERNETEMAILOTHERELECTRONICCOMMUNICATIONSUSAGEPOLICYV3.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_CUST_CUSTOMERSERVICEALERTREPORTINGNOTIFICATIONPOLICYPROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_CUST_DEVELOPMENTMOAPOLICYPROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_CUST_PERSONAL+COMPUTER+AND+LOCAL+AREA+NETWORK+POLICY_V3.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_CUST_SERVICE+DESK_INCIDENTSERVICEREQUESTMANAGEMENTPOLICY_V3.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_CUST_VCCC+-+INCIDENT_SERVICE+MANAGEMENT+PROCEDURE_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/SOP+FOR+VCCC_SEPT24_2004.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=4507_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_CHANGE+MANAGEMENT+POLICY_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_CHANGE+MANAGEMENT+PROCEDURE_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_CONFIGURATION+MANAGEMENT+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_CUSTOMER+AGENCY+-+DATA+PROTECTION+AND+RECOVERY+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_CUSTOMER+DATA+PROTECTION+POLICY+V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_DATA+CENTER+ACCESS+POLICY_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_PROBLEM+MANAGEMENT+POLICY_V2.DOC

Problem Management Procedure

Release Management Policy

Removal of Data from Hard Drives and Electronic Media Policy and Procedure
virginia.gov Internet Domain Naming Policy

Facilities

Cable Provisioning Procedure

Electrical Energy Efficiency Procedure

Emergency Reaction Policy

Employee Evacuation Procedure

Employee Office Space and Furniture Policy and Procedure
Employee Parking Policy

Fire Emergency Procedure

Wardens Evacuation Procedure

Document Management Framework

-Policy template

-Procedure template

Directorate-level Policies

-POLICY: Document Management

-PROCEDURE: How to Draft and Publish Documents
-Authorization of Changes to IT Customer Web sites

-Local Security Policy for Windows 2000 Servers
-Operational Testing Requests

Audit Management Services

Reporting Illegal Activities and Misconduct Procedure
Executive Support & Communications

Internal and External Communications Policy and Procedure
Supply Chain Management

Contract Administration Policy

Procurement of Goods and Services Policy

Procurement of IT Goods and Services by Agencies Transitioned to VITA Policy
Procurement of IT Goods and Services by Agencies Transitioned to VITA Procedure
Small Purchase Charge Card Program Policy and Procedure
Small, Woman- and Minority-Owned Business Policy
Unsatisfactory Vendor Performance Procedure

Waste Material Recycling Policy



http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_POLICY+TEMPLATE_V2.DOT
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_PROCEDURE+TEMPLATE_V2.DOT
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_DOCUMENT+MANAGEMENT_V1.3.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_HOW+TO+DRAFT+AND+PUBLISH+DOCUMENTS_V1.2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_WIN_AUTHORIZING+WEBSITE+CHANGES_V1.1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_WIN_LOCAL+SECURITY+POLICY+FOR+WINDOWS+2000+SERVERS_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_SERV_OPERATIONAL+TESTING+REQUESTS_V1.0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_PROBLEM+MANAGEMENT+PROCEDURE_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_RELEASE+MANAGEMENT+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_REMOVALDATAFRHARDDRIVESELECTRONICMEDIAPOLICYPROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP_VIRGINIA.GOV+INTERNET+DOMAIN+NAMING+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP(FACILITIES)_CABLE+PROVISIONING+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP(FACILITIES)_ELECTRICAL+ENERGY+EFFICIENCY+PROCEDURE_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP(FACILITIES)_EMERGENCY+REACTION+POLICY_V2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP(FACILITIES)_EMPLOYEE+EVACUATION+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP(FACILITIES)_EMPLOYEEOFFICESPACEFURNITUREPOLICYPROCEDURE_V1_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP(FACILITIES)_EMPLOYEE+PARKING+POLICY_2_0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP(FACILITIES)_FIRE+EMERGENCY+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_COMP(FACILITIES)_WARDENS+EVACUATION+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_POLICY+TEMPLATE_V2.DOT
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_PROCEDURE+TEMPLATE_V2.DOT
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_DOCUMENT+MANAGEMENT_V1.3.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_HOW+TO+DRAFT+AND+PUBLISH+DOCUMENTS_V1.2.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_WIN_AUTHORIZING+WEBSITE+CHANGES_V1.1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_WIN_LOCAL+SECURITY+POLICY+FOR+WINDOWS+2000+SERVERS_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/COMP_SERV_OPERATIONAL+TESTING+REQUESTS_V1.0.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=6929_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_AMS_REPORTING+ILLEGAL+ACTIVITIES+AND+MISCONDUCT+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=7927_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_ESC_INTERNAL+AND+EXTERNAL+COMMUNICATIONS+POLICY+%26+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=8205_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SCM_CONTRACT+ADMINISTRATION+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SCM_PROCUREMENT+OF+GOODS+AND+SERVICES+POLICY+%26+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SCM_PROCUREMENTITGOODSSERVICESBYAGENCIESTRANSITIONEDTOVITAPOLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SCM_PROCUREMENTITGOODSSERVICESBYAGENCIESTRANSITIONEDTOVITAPROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SCM_SPCC+POLICY_PROCEDURE.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SCM_SWAM+POLICY_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SCM_UNSATISFACTORY+VENDOR+PERFORMANCE+PROCEDURE_V1.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_SCM_WASTE+MATERIAL+RECYCLING+POLICY_V2.DOC

Telecommunications and Network Services

Directorate-level Policies and Procedures
-1P Centrex Management Procedure

3.1

POLICIES (under review)

Number Title

Employee Use of Data
Processing Facilities
Assignment and Use of

IR
o
=

Review/Revision

1.08 Parking Privileges

1.04 Physical Access Security

1.05 Acceptable Internet Usage
Audit Recommendation

1.07

E—— Follow-Up

108 Use of DIT Plaza

— Auditorium/Training Room
Records Management

1.09

E— Program

1.11 The Internal Audit Process
Management Information

1.13 System Planning and
Oversight

115 Personal Computer and Local

— Area Network Policy

116 Use_ Q_f DIT Telephone

— Facilities

1.17 Information Security Policy
Physical and Logical Assets of

1.18 Promoted, Transferred and
Terminated Employees

1.21 MVS/VM Off-Site Storage
Large-Scale, Enerqy Efficient

1.23

— Hardware Procurements
Business Case Procedure,

1.28 -

E— Requirements

1.29 Data Center Access
Development, Issuance and

130 Review of theAnnual Business

— Plan for the Department of
Information Technology

1.33 Announcement of New or

Changed Services

Date
10/01/99
09/01/01
05/19/03
08/01/01
04/01/97
10/01/02
10/01/99

04/01/97
12/02/02

04/01/97
12/12/02

04/01/97
04/01/97

04/01/97

04/01/97
06/01/00

07/27/00

12/18/00

10/22/02


http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_TNS_IP_CENTREX_MANAGEMENT_POLICY_PROCEDURE.DOC
http://portalas.ditlan.dit.state.va.us/pls/portal30/PORTAL30.wwv_main.main?p_cornerid=1&p_currcornerid=1&p_siteid=39&p_displaymode=2&p_calledfrom=1&p_displayurl=16683_39_0_1_1
http://portalas.ditlan.dit.state.va.us/pls/portal30/docs/FOLDER/POLICIESANDPROCEDURES/VITA_TNS_IP_CENTREX_MANAGEMENT_POLICY_PROCEDURE.DOC
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Security and Architectural
Review

Travel Expenses

Revenue and Billings

Fixed Asset Capitalization and
Depreciation
Customer Credit Requests for
DIT Services

Cellular Telephone Usage

Fixed Asset Reallocation and
Surplus Property Procedures

3.2 PROCEDURES (under review)

Number

P00

=

P004
P0O05

P0O06

P009

P010

PO11
P012
P0O13

P014

P0O15
P0O16
PO17

P0O18

Title

Telephone Procedure

Print and Audio/Visual
Communications
Travel Charge Cards

Procurement of Automated
Data Processing (ADP)
Equipment, Software &
Services

DIT Tour Procedures

Charges for Supplying Records

02/03/03
04/01/97
10/01/99
10/01/99
10/01/99
10/01/99

05/01/97

Revision/Review

Reguested Under the Virginia
Freedom of Information Act
Records Management

Outside Contractors

Hiring Wage Employees

Communicating via
Telecommunications Device
for the Deaf (TDD)
Reporting lllegal Activities or
Misconduct

Implementing Temporary
Workforce Reductions
Agency LAN Action Request
Procedures

Obtaining Voice Mail, Pagers,
Cellular Telephones, and
Telephone Credit Cards

Date
09/21/01

10/29/99
10/29/99

07/01/95

10/29/99

10/29/99

10/29/99
03/07/02
10/29/99

10/29/99

10/29/99
09/24/01
03/25/03

09/01/01



P019 Verifying Telephone Facility 02/01/03
Usage

P020 Business Impact Analysis and 03/26/03
Risk Assessment Procedure

P021 Computer Security Incident 10/22/01
Notification

P023 Installation, Modification and/or 10/29/99
Removal of Systems Software

P024 Establishing Network 12/16/97
Connections to DIT

P026 Emergency Response Damage 06/20/02
Assessment Procedure

P027 Emergency Response - 06/20/02
Securing the DIT Facility

P028 Emergency Response 06/20/02
Employee Communications

P029 Data Center Risk Assessment 03/26/03
Procedure

Should you have questions as to the interpretation or understanding of any policy or procedure, please
contact your immediate supervisor. It is imperative that we continue to have full and complete understanding
of the Department's policies and procedures.
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